HEADQUARTERS
UNITED STATES EUROPEAN COMMAND
UNIT 30400, BOX 1000
APO AE 09128

DIRECTIVE
NUMBER 100-2 10 February 2000

COMMUNICATIONSAND ELECTRONICS

Emergency Evacuation/Destruction of Defense
Information Infrastructure Sites

1. Summary. To provide direction concerning decisions to evacuate and/or destroy Defense
Information Infrastructure (DI1) communications facilities in event of natural disasters, hostile
acts, or civil disturbances.

2. Applicability. Thispolicy will be incorporated in the USEUCOM Communications-
Electronics Operating Instructions (CEQI), al Defense Information Infrastructure facility
Standard Operating Procedures (SOP), and in al general war and contingency plans pertaining to
the European Command Area of Responsibility (AOR).

3. Suggested Improvements. The Director, Command, Control, and Communications Systems,
ECJ6, is the proponent for this directive. Users can send recommendations for changes to:

Defense Wide Systems Division, ECJ6-S
HQ USEUCOM

Box 1000, Unit 30400

APO AE 09128-4209

4. References.

a. NSTISS| 4005 (U), Safeguarding Communications Security (COMSEC) Facilities and
Materia (Aug 97).

b. DISAC 310-70-1, DCS Technica Control, Policies and Procedures for FCO/NCO's and
TCF/PTF's (Jun 98).

c. DISAC 310-70-1 Supplement 2, DISA Technical Control, Policies and
Procedures for FCO/NCO's and TCF/PTF's (Sep 94).

This Directive supersedes ED 100-2, 27 December 1994.
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d. DISA-Europe Continuity of Operations Plan, 1-89.

5. Explanation of Terms.

a. DIl - Defense Information Infrastructure.
b. DISA - Defense Information Systems Agency.
c. DISA-E - Defense Information Systems Agency -Europe

d. EUCOM, HQ USEUCOM, and HQ EUCOM - Common references to Headquarters U.S.
European Command, the U.S. national Headquarters for the Commander in Chief, United States
Forces Europe.

e. USNMR/SHAPE - United States National Military Representative at the Supreme
Headquarters, Allied Powers Europe.

6. Responsibilities. The authority to order evacuation and/or destruction of DIl facilitiesis
retained by HQ USEUCOM. When time or circumstances do not permit HQ USEUCOM
approval, the component commander having jurisdiction for the site will exercise this authority
and will notify HQ USEUCOM, information to USNMR/SHAPE, of actions taken as soon as
practicable. In an emergency, where time does not permit contacting higher headquarters,
authority and responsibility to evacuate/destroy rests with the facility commander.

7. Procedures.

a DIl facility commanders will decide on the evacuation or destruction of communications
material in accordance with station SOPs and appropriate regulations.

b. Cryptographic material will be evacuated and/or destroyed on order of the facility
commander or higher authority in accordance with provisions of NSA Manua 90-2 and
appropriate Service directives.

c. Priorities of equipment to be evacuated or destroyed will be determined by the facility
commander, as established in station SOPs and appropriate regulations. Buildings, towers, and
antenna fields normally should not be destroyed.

8. Evacuation/Destruction Reporting. When emergency evacuation or destruction becomes
necessary, DIl facility commanders will inform HQ USEUCOM; component commanders,
USNMR SHAPE; and Commander DISA Europe, ATTN: RNOSC (Regional Network
Operations and Security Center) by the most rapid means, indicating contemplated action and
what time the facility will cease operationsin ZULU time.
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9. Communications Restoral. If aDlII station is rendered inoperative, aternate routing
procedures will be implemented to maximum extent possible, in accordance with references 4b,
4c, and 4d.
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